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SPECIFICATION 
TITLE 

METHOD OF SECURE DATA TRANSMISSION 
BACKGROUND OF THE INVENTION 

Field of the Invention 

[0001] The invention relates to a method of transmitting data securely in 
which redundant messages are transmitted. 

Description of the Related Art 

[0002] Many transmission media/protocols have a transmlt-receive property in 

which messages transfered to a medium by the transmitter arrive at the receiver in 
the same way (assuming that they arrive at all) that they were transmitted. In other 
words, message overhaul does not take place. Many protocols ensuring secure 
message transmission have this transmit-receive property as a prerequisite for the 
underlying transmission media/protocols which they use, since this transmit-receive 
property makes it much simpler to ensure efficient, secure message transmission. 
Historically, there has been a problem of defining protocols for secure message 
transmission which do not require this transmit-receive property (i.e., possibly having 
message overhaul). 

[0003] The following methods are (or may be) used for the purpose of 
defining such protocols. Although a prerequisite of the MTP standard (cf. Q.700 to 
Q.706) involves transmission media on which message overhaul cannot take place, 
MTP Level 2 (Q.703) is also able to operate with transmission media which do not 
have the transmit-receive property. 

[0004] It Is fundamental to the operation of the protocol (Basic En-or 
Correction), even in the case of message overhaul, that the MTP recognizes after a 
retransmission request whether a particular message has been sent on the basis of 
the retransmission request (it is then accepted), or whether it was actually sent 
before the retransmission request (it is then discarded). However, a disadvantage of 
this protocol is that it has no selective retransmission mode, which can be inefficient. 
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In addition, without modification of MTP Level 2, the entire available bandwidth 
would be used, which may be disadvantageous. 

[0005] MTP Level 2 with the Preventive Cyclic Retransmission method can 
also operate with message overhaul, since no retransmission requests are 
generated and messages which do not arrive in the correct order are discarded. 
Again, the disadvantage of the method is a poor utilization of the bandwidth. 

[0006] TCP, which uses IP as underlying network protocol, has also solved 
the problem. Transmitted blocks which are not acknowledged are retransmitted 
when a timer has run out. This protocol mechanism (in which only blocks received 
without gaps are acknowledged) results in unnecessary retransmissions, depending 
on the round trip delay (even if the acknowledgement timeout is chosen to be long 
enough) since the acknowledgement timer often also mns out for messages which 
have been received correctly after a lost message. 

[0007] The situation is improved somewhat by methods such as Fast 

Retransmission and providing an explicit NACK upon the first occurrence of a gap. 

[0008] The Reliable Data protocol works in a similar way to TCP, with the 
extension that messages which are not received without gaps can also be 
acknowledged. 

SUMMARY OF THE INVENTION 
[0009] The present invention extends and modifies certain existing protocols 
in order to ensure efficient, secure data transmission using transmission media and 
protocols in which message overhaul can take place. 

[0010] In this context, the present invention is based on the realization that, 

for a modern protocol which is intended to work efficiently (i.e., more rapidly) using a 
transmission medium/protocol with possible message overhaul, and having loss 
detection with minimization of unnecessarily transmitted information, the following 
properties are advantageous: 

a) multiple selective retransmission method without full dependency on a 

timer; specifically, the loss of an ACK should not result in 

retransmission, 
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b) explicit status alignment between a transmitter and receiver, 

c) retransmission of a message only if there is a certain probability that 
the message is lost, 

d) messages received a plurality of times must not cause an incorrect 
response, and 

e) use of parameter value selection to determine the tradeoff between 
rapid error correction and minimum unnecessary message 
transmission. 

[001 1] The most important of these points is point (d). Specifically, there are 
two opportunities/situations for messages received more than once to cause 
incorrect responses: 

i) the message is recognized as having already been received, and this 
is defined as an error in accordance with the protocol; and 

ii) the message is interpreted as a new message and triggers an action 
which later results in an error being detected in a transmitter or 
receiver as a consequence. By way of example, a supposed message 
loss may be detected by virtue of such a message. This results in a 
retransmission request for messages which have not actually been 
sent yet, which is interpreted as an error by the transmitter. 

[0012] One option for guaranteeing item (d) in protocols which satisfy the 
other items sufficiently, but not item (d), is for a message transmitted for the second 
time or more to be specially marked. Such protocols can then easily be changed so 
that such marked messages are simply ignored in the situations described under (i) 
and (ii). 

[001 3] Another opportunity to eliminate situation (i) is to ignore such 
messages as a general rule. 

[0014] For situation (ii), a window can also be defined so that messages 
received outside of this window are generally ignored and do not result In any 
retransmission requests. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
[001 5] Exemplary embodiments of the invention are explained in more detail 
with the aid of figures. 

Figure 1 is a data structure diagram showing the structure of the 

Sequenced Data Protocol Data Unit (SD-PDU) according to 
prior art Figure 3 of the ITU-T Recommendation Q.21 10; 

Figure 2 is a data structure diagram showing the structure of the Poll 

Protocol Data Unit (SD-PDU) according to prior art Figure 4 of 
the ITU-T Recommendation Q.21 10; 

Figure 3 is a data structure diagram showing the structure of the 

Sequenced Data Protocol Data Unit (SD-PDU) according to 
prior art Figure 5 of the ITU-T Recommendation Q.21 10; 

Figures 4A & 4B are flowchart segments showing the SSCOP processing 
according to Figure 20, sheet 40 of 51 , of the ITU-T 
Recommendation Q.21 10 as modified by method 1 of the 
present invention; 

Figures 5A & 58 are flowchart segments showing the SSCOP processing 
according to Figure 20, sheet 43 of 51 , of the ITU-T 
Recommendation Q.21 10 as modified by method 1 of the 
present invention; 

Figures 6A & 68 are flowchart segments showing the SSCOP processing 
according to Figure 20, sheet 44 of 51 , of the ITU-T 
Recommendation Q.21 10 as modified by method 1 of the 
present invention; 

Figures 7A & 78 are flowchart segments showing the SSCOP processing 
according to Figure 20, sheet 40 of 51 , of the ITU-T 
Recommendation Q.21 10 as modified by method 2 of the 
present invention; and 

Figure 8 is a flowchart segments showing the SSCOP processing 

according to common elements of Figure 20, from sheets 40, 
41 , 43 and 44 of 51 , of the ITU-T Recommendation Q.21 1 0. 
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DETAILED DESCRIPTION OF THE INVENTION 
[0016] The exemplary embodiment chosen is the protocol Service Specific 
Connection-Oriented Protocol (SSCOP) described in ITU-T Recommendation 
Q.21 10 (07/94) - B-ISDN ATM ADAPTATION LAYER - SERVICE SPECIFIC 
CONNECTION ORIENTED PROTOCOL (SSCOP) 0.21 10 (herein incorporated by 
reference). This protocol fulfills the properties (a) through (c) identified above, but 
has the problems described under (i) and (ii). Specifically, when the message is 
recognized as having already been received and this is defined as an error in 
accordance with the protocol (i), this results in an incorrect response (branch to the 
connector D) in ITU-T Rec. 0.21 10 (Figure 4B). Similarly, Figures 4A and 4B show 
that a message having the property described in (ii) usually results in a 
retransmission request (USTAT). This in turn usually results in a branch to the error 
branch (connector D) in Figure 58. 

[001 7] In one embodiment of the invention, method 1 , in accordance with the 
discussion above, a Sequenced Data Protocol Data Unit (SD-PDU) is now specially 
marked in the case of repeated transmission, e.g., by setting bit 5 in the PDU trailer 
(Figure 1, the RX field) to 1 (Figure 5A, 5.1), indicating a repeated transmission. 
This embodiment modifies the ITU-T Rec. Q.21 10, Figure 20 (sheet 40 of 51) such 
that, in the two error situations described above, a check is first carried out to 
determine whether the SD-PDU is marked as having been repeated (Figure 4A, 
4.1). In this case, the message is ignored and an incorrect response cannot occur. 

[001 8] Alternatively, in method 2, the ITU-T Rec. 0.21 1 0 figure 20 (sheet 40 
of 51 ) is modified such that the error case (i) is generally not checked, and a 
message which has already been received is simply ignored (Figure 7B, 7.2, TRUE 
path). In addition, likewise in Figure 7A, the ITU-T Rec. Q.21 10 figure 20 (sheet 40 
of 51 ) is modified such that, after the query VR(H) < VR(MR), a check is carried out 
to determine whether SD.N(S) < VR(R) + 2^^ for example (Figure 7B, 7.2). (This 
presupposes that the window size used for the flow control is always smaller than 
2^^, which does not represent any relevant restriction, however). If this is not the 
case, the message is discarded (Figure 7A, 7.1, FALSE path), otherwise it is 
handled as previously. 

[0019] Item (e) can also easily be achieved with SSCOP, e.g., USTATs could 

be sent only with a certain time delay, in order to wait for messages which have 
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been repeated. In addition, it would be possible for only gaps which have already 
existed for a certain time to be reported (or heeded) using/in the case of a STAT. 

[0020] The above-described methods are illustrative of the principles of the 
present invention. Numerous modifications and adaptations will be readily apparent 
5 to those skilled in this art without departing from the spirit and scope of the present 
invention. 



-6- 



SuBSTiTUTE Specification 



ABSTRACT 

[0021] The invention shows how certain existing protocols can be 
enlarged/modified in order to guarantee an efficient, secure data transmission via 
transmission media/protocols, whereby message overhaul can occur. The invention 
relates to a method byway of which a message, which has been transmitted for at 
least the second time, is particularly marked by the transmitter. The message which 
is marked as transmitted for at least the second time is Ignored by the receiver when 
the message has already been received or is new. 
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BOX PCT 

IN THE UNITED STATES DESIGNATED/ELECTED OFFICE 
OF THE UNITED STATES PATENT AND TRADEMARK OFFICE 
UNDER THE PATENT COOPERATION TREATY-CHAPTER II 

PRELIMINARY AMENDMENT A 
PRIOR TO ACTION 

APPLICANT(S): Klaus David GRADISCHNIG et al 

ATTORNEY DOCKET NO.: P01,0183 
INTERNATIONAL APPLICATION NO: PCT/EP99/09496 
INTERNATIONAL FILING DATE: 04 December 1999 

INVENTION: METHOD OF SECURE DATA TRANSMISSION 

Assistant Commissioner for Patents, 
Washington D.C. 20231 

Sir: 

Applicants herewith amend the above-referenced PCT application, and 
request entry of the Amendment prior to examination on the United States 
Examination Phase. 

IN THE CLAIMS: 

On page 6: 

replace line 1 with -WHAT IS CLAIMED IS:-; 

Please replace original claims 1-4 with the following rewritten claims 1-4, 
referring to the mark-ups in Appendix A. 

1 . (Amended) A method of secure data transmission which is executed on a 
layer basis using a transmission method having possible message overhaul, 
comprising the steps of: 

specially marking a message which is already being transmitted for at least a 
second time by said transmitter; and 

ignoring said message which is marked as having been transmitted for at 
least a second time by a receiver if it recognizes said message as having already 
been received or if it interprets said message as a new message. 
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2. (Amended) A method of secure data transmission wherein a transmitter 
protocol operates on a layer basis using a transmitter protocol having possible 
message overhaul, comprising the steps of: 

specially marking, by said transmitter protocol, a message which is already 
5 being transmitted for at least a second time. 

3. (Amended) A method of secure data transmission wherein a receiver 
protocol operates on a layer basis using a receiver protocol having possible 
message overhaul, comprising the steps of: 

10 ignoring, by said receiver protocol, a message which is marked as having 

been transmitted at least for a second time if it recognizes the message as having 
already been received or if it interprets said message as a new message. 

4. (Amended) A method of secure data transmission wherein a receiver 
15 protocol operates on a layer basis using a receiver protocol having possible 

message overhaul, comprising the steps of: 

ignoring, by said receiver protocol, a message if it recognizes said message 
as having already been received or if, although it interprets said message as a new 
message, said message is situated outside of a prescribed window. 

20 REMARKS 

The present Amendment revises the specification and claims to conform to 

United States patent practice, before examination of the present PCT application in 
the United States National Examination Phase. Pursuant to 37 CFR 1.125 (b), 
applicants have concurrently submitted a substitute specification, excluding the 
25 claims, and provided a marked-up copy. All of the changes are editorial and 
applicant believes no new matter is added thereby. The amendment, addition, 
and/or cancellation of claims is not intended to be a surrender of any of the subject 
matter of those claims. 
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Eariy examination on the merits is respectfully requested. 
Submitted by, 



(Rec. No. 45.877) 

Mark Bergner 
Schiff Hardin & Waite 
Patent Department 
6600 Sears Tower 
233 South Wacker Drive 
Chicago, Illinois 60606-6473 
(312) 258-5779 
Attorneys for Applicant 

CUSTOMER NUMBER 26574 
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Appendix A 
Mark Ups for Claim Amendments 



1 . (Amended) A method of secure data transmission which is executed on a 
5 layer basis using a transmission method [withl having possible message overhaul, 
comprising the steps of: 
[charaotorizod in that ] 

raVl speciallv marking a message which is already being transmitted for at 
least [*e]a second time [ ic cpoGialiy marked ]by [thel said transmitterHi and 

10 [b) al iqnoring said message which is marked as having been transmitted 

for at least [the]a second time [ is ignored ] by [the]a receiver if it recognizes fthel said 
message as having already been received or if it interprets [the]said message as a 
new message. 

15 2.r^1 (Amended) A method of secure data transmission wherein a 

transmitter protocol [-whteb] operates on a layer basis using a transmitter protocol 
[with]having possible message overhaul, comprisino the steps of: 

[ charactoriz e d in that] 

[it-]specially rmafksl markinq, by said transmitter protocoi, a message 
20 which is already being transmitted for at least [theja second time. 

3.r-A1 (Amended) A method of secure data transmission wherein a 

receiver protocol [-whfet^] operates on a layer basis using a receiver protocol 
Fwithl havinq possible message overhaul, comprising the steps of: 
25 [ charact e rizod in that] 

fit ianoresl iqnorinq, bv said receiver protocoi, a message which is marked 
as having been transmitted at least for [the]a second time if it recognizes the 
message as having already been received or if it interprets [the]said message as a 
new message. 
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4j^1 (Amended) A method of secure data transmission wherein a 

receiver protocol[-whiGh] operates on a layer basis using a receiver protocol 
Fwithl having possible message overhaul, comprising the steps of: 

[ characteriz o d in that ] 
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[it ianoresl iqnoring, bv said receiver protocol, a message if it recognizes 
rthel said message as having already been received or if, although it interprets 
[tl=te]said message as a new message, rthisl sald message is situated outside of a 
prescribed window. 
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BOX PCT 

IN THE UNITED STATES DESIGNATED/ELECTED OFFICE 
OF THE UNITED STATES PATENT AND TRADEMARK OFFICE 
UNDER THE PATENT COOPERATION TREATY-CHAPTER II 

REQUEST FOR APPROVAL OF DRAWING CHANGES 



APPLICANT(S): Klaus David GRADISCHNIG et al 

ATTORNEY DOCKET NO.: P01 ,0183 

INTERNATIONAL APPLICATION NO: PCT/EP99/09496 

INTERNATIONAL FILING DATE: 04 December 1 999 
INVENTION: METHOD OF SECURE DATA TRANSMISSION 

Assistant Commissioner for Patents, 
Washington, D.C. 20231 



Enclosed are eleven sheets of drawings showing in red, changes to the 
Figures. Approval of the changes is respectfully requested. 



Submitted by, 



(Reg. No. 45.877) 

Mark Bergner 

SCHIFF HARDIN & WAITE 
PATENT DEPARTMENT 
6600 Sears Tower 
Chicago, Illinois 60606-6473 
(312) 258-5779 
Attorney for Appllcant(s) 



CUSTOMER NUMBER 26574 
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BOX PCT 

IN THE UNITED STATES DESIGNATED/ELECTED OFFICE 
OF THE UNITED STATES PATENT AND TRADEMARK OFFICE 
UNDER THE PATENT COOPERATION TREATY-CHAPTER II 

PRELIMINARY AMENDMENT A 
PRIOR TO ACTION 

APPLICANT(S): Klaus David GRADISCHNIG et al 

ATTORNEY DOCKET NO.: P01,0183 
INTERNATIONAL APPLICATION NO: PCT/EP99/09496 
INTERNATIONAL FILING DATE: 04 December 1 999 

INVENTION: METHOD OF SECURE DATA TRANSMISSION 

Assistant Commissioner for Patents, 
Washington D.C. 20231 

Sir: 

Applicants herewith amend the above-referenced PCT application, and 
request entry of the Amendment prior to examination on the United States 
Examination Phase. 

IN THE CLAIMS: 

On page 6: 

replace line 1 with -WHAT IS CLAIMED IS:--; 

Please replace original claims 1-4 with the following rewritten claims 1-4, 
referring to the mark-ups in Appendix A. 

1 . (Amended) A method of secure data transmission which is executed on a 
layer basis using a transmission method having possible message overhaul, 
comprising the steps of: 

specially marking a message which is already being transmitted for at least a 
second time by said transmitter; and 

ignoring said message which is marked as having been transmitted for at 
least a second time by a receiver if it recognizes said message as having already 
been received or if it interprets said message as a new message. 
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2. (Amended) A method of secure data transmission wherein a transmitter 
protocol operates on a layer basis using a transmitter protocol having possible 
message overhaul, comprising the steps of: 

specially marking, by said transmitter protocol, a message which is already 
5 being transmitted for at least a second time. 

3. (Amended) A method of secure data transmission wherein a receiver 
protocol operates on a layer basis using a receiver protocol having possible 
message overhaul, comprising the steps of: 

10 ignoring, by said receiver protocol, a message which is marked as having 

been transmitted at least for a second time if it recognizes the message as having 
already been received or if it interprets said message as a new message. 

4. (Amended) A method of secure data transmission wherein a receiver 
15 protocol operates on a layer basis using a receiver protocol having possible 

message overhaul, comprising the steps of: 

ignoring, by said receiver protocol, a message if it recognizes said message 
as having already been received or if, although it interprets said message as a new 
message, said message is situated outside of a prescribed window. 

20 REMARKS 

The present Amendment revises the specification and claims to conform to 

United States patent practice, before examination of the present PCT application in 
the United States National Examination Phase. Pursuant to 37 CFR 1.125 (b), 
applicants have concurrently submitted a substitute specification, excluding the 
25 claims, and provided a marked-up copy. All of the changes are editorial and 
applicant believes no new matter is added thereby. The amendment, addition, 
and/or cancellation of claims is not intended to be a surrender of any of the subject 
matter of those claims. 
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Early examination on tlie merits is respectfully requested. 
Submitted by, 

ypff^'^^cy^ (Reg. No. 45.877) 

Mark Bergner 
Schiff Hardin & Waite 
Patent Department 
6600 Sears Tower 
233 Soutii Wacker Drive 
Chicago, Illinois 60606-6473 
(312) 258-5779 
Attorneys for Applicant 

CUSTOMER NUMBER 26574 
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Appendix A 
Mark Ups for Claim Amendments 



1 . (Amended) A method of secure data transmission which is executed on a 
5 layer basis using a transmission method [wifel havinq possible message overhaul, 
comprising the steps of: 

[aM specially marking a message which is already being transmitted for at 
least [the]a second time [4&-speelM^^mafked-]by [the]said transmitter[v]i and 

10 [fe) al ignoring said message which is marked as having been transmitted 

for at least [the]a second time [4©4§fiofed-]by [the]a receiver if it recognizes [thel said 
message as having already been received or if it interprets [the]said message as a 
new message. 



15 2.\-A] (Amended) A method of secure data transmission wherein a 

transmitter protocol[-whi0h] operates on a layer basis using a transmitter protocol 
[witffl having possible message overhaul, comprising the steps of: 

[Glwa€tefteed4B4hat] 

[tt"]specially rma#^1 marktng, by said transmitter protocol, a message 
20 which is already being transmitted for at least [tte]a second time. 

3 . [^1 (Amended) A method of secure data transmission wherein a 

receiver protocol[-whtel^] operates on a layer basis using a receiver protocol 
[withl having possible message overhaul, comprising the steps of: 
25 [characteffeed in that] 

riy^ftefesl ignoring, bv said receiver protocol, a message which is marked 
as having been transmitted at least for [the]a second time if it recognizes the 
message as having already been received or if it interprets [the]said message as a 
new message. 



30 



4 . F-AI (Amended) A method of secure data transmission wherein a 

receiver protocol[~whfel^] operates on a layer basis using a receiver protocol 
Fwitf^l having possible message overhaul, comprising the steps of: 
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Preliminary Amendment A 



FiygROFesl ignoring, by said receiver protocol, a message if it recognizes 
[the]said message as having already been received or if, although it interprets 
rthal said message as a new message, fthlsl said message is situated outside of a 
prescribed window. 
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Description 

Method of secure data transmission 

1. What technical problem is intended to be solved by 
your invention? 

2. How has this problem been solved up until now? 

3. In what way does your invention solve the 
specified technical problem? 

4. Exemplary embodiment (s) of the invention. 

1. Many transmission media/protocols have the 
property that messages transfered to the medium by the 
transmitter arrive at the receiver in the same way 
(assuming that they arrive) in which they were 
transmitted. In other words, message overhaul does not 
take place. Many protocols ensuring secure message 
transmission have this property as a prerequisite for 
the underlying transmission media/protocols which they 
use, since this property makes it much simpler to 
ensure efficient, secure message transmission. The 
problem now is that of defining protocols for secure 
message transmission which do not require this 
property . 

2. The following methods are used for this purpose or 
may be used for this purpose: although a prerequisite 
of the MTP standard (cf. Q.700 to Q.706) is 
transmission media on which message overhaul cannot 
take place, MTP Level 2 {Q.703) is also able to operate 
with transmission media which do not have this 
property. It is fundamental to the operation of the 
protocol (Basic Error Correction) , even in the case of 
message overhaul, that the MTP recognizes after a 
retransmission request whether a particular message has 
been sent on the basis of the retransmission request 
(it is then accepted) , or whether it was actually 
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sent before the retransmission request (it is then 
discarded) . However, a disadvantage of this protocol is 
that it has no selective retransmission mode, which can 
be inefficient. In addition, without modification of 
5 MTP Level 2, the entire available bandwidth would be 
used, which may be disadvantageous. 

MTP Level 2 with Preventive Cyclic Retransmission 
method can also operate with message overhaul, since no 
10 retransmission requests are generated and messages 
which do not arrive in the correct order are discarded. 
The disadvantage of the method is again poor 
utilization of the bandwidth. 

15 TCP, which uses IP as underlying network protocol, has 
also solved the problem. Transmitted blocks which are 
not acknowledged are retransmitted when a timer has run 
out. The protocol mechanism (only blocks received 
without gaps acknowledged) results in unnecessary 

2 0 retransmissions, depending on the round trip delay, 

even if the acknowledgement timeout is chosen to be 
long enough, since the acknowledgement timer often also 
runs out for messages which have been received 
correctly after a lost message. 

25 

The situation is improved somewhat by methods such as 
Fast Retransmission and explicit NACK upon the first 
occurrence of a gap. 

3 0 The Reliable Data protocol works in a similar way to 

TCP, with the extension that messages which are not 
received without gaps can also be acknowledged. 

3. The present invention discloses how certain 
3 5 existing protocols can be extended/modified in order to 
ensure efficient, secure data transmission using 
transmission media/protocols in which message overhaul 
can take place. 
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In this context, the present invention is based on the 
realization that, for a modern protocol which is 
intended to work efficiently, i.e. more rapidly, using 
a transmission medium/protocol with possible message 
overhaul [lacuna] loss detection with minimization of 
unnecessarily transmitted information, the following 
properties are advantageous: 

a) multiple selective retransmission method without 
full dependency on a timer; specifically, the loss of 
an ACK should not result in retransmission, 

b) explicit status alignment between transmitter and 
receiver, 

c) retransmission of a message only if there is a 
certain probability that the message is lost, 

d) messages received a plurality of times must not 
cause an incorrect response, 

e) it should be possible to use parameter value 
selection to determine the tradeoff between rapid error 
correction and minimum unnecessary message 
transmission. 

The most important of these points is point d) . 
Specifically, there are two opportunities for messages 
received more than once to cause incorrect responses: 

i) the message is recognized as having already been 
received, and this is defined as an error in accordance 
with the protocol 

ii) the message is interpreted as a new message and 
triggers an action which later results in an error 
being detected in a transmitter or receiver as a 
consequence. By way of example, a supposed message loss 
may be detected by virtue of such a message. This 
results in a retransmission request for messages which 
have not actually been sent yet, which is interpreted 
as an error by the transmitter. 

One option for guaranteeing item d) in protocols which 
satisfy the other items sufficiently, but not item d) , 
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is for a message transmitted for the second time 
more to be specially marked. Such 
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protocols can then easily be changed so that such 
messages are simply ignored in the situations described 
under i) and ii) . 

5 Another opportunity to eliminate situation i) is to 
ignore such messages as a general rule. 

For ii) , a window could also be defined, so that 
messages received outside of this window are generally 
ignored and do not result in any retransmission 
10 requests . 

4. The exemplary embodiment chosen is the protocol 
(SSCOP) described in Q.2110. This protocol fulfills the 
properties 3a, 3b and 3c, but has the problems 
15 described under 3i) and 3ii) . Specifically, 3i) results 
in an incorrect response (branch to the connector D) in 
Q.2110, figure 20 (sheet 40 of 51) . Similarly, figure 
20 (sheet 40 of 51) in Q.2110 shows that a message 
having the property presupposed in 3ii) usually results 

2 0 in a retransmission request (USTAT) . This in turn 

usually results in a branch to the error branch 
(connector D) in figure 20 (sheet 43 of 51) . 

In one embodiment of the invention, in accordance with 
25 3) , an SD-PDU is now specially marked in the case of 
repeated transmission, e.g. by setting bit 5 in the PDU 
trailer (cf. figure 3/Q.2110) to 1. Figure 20 (sheet 40 
of 51) in Q.2110 is modified such that, in the two 
error situations described above, a check is first 

3 0 carried out to determine whether the SD-PDU is marked 

as having been repeated. In this case, the message is 
ignored and an incorrect response cannot occur. 

Alternatively, figure _20_ (sheet 40 of 51) in Q.2110 is 
3 5 modified such that the error case 3i) is generally not 
checked, and a message which has already been received 
is simply ignored. In addition, likewise in figure 2 0 
(sheet 40 of 51) , 
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after the query VR (H) < VR(MR), a check is carried out 
to determine whether SD.N(S) < VR (R) + 2**23, for 
example. (This presupposes that the window size used 
for the flow control is always smaller than 2**23, 
which does not represent any relevant restriction, 
however) . If this is not the case, the message is 
discarded, otherwise it is handled as previously. 

Item e) can also easily be achieved with SSCOP, e.g. 
USTATs could be sent only with a certain time delay, in 
order to wait for messages which have been repeated. In 
addition, it would be possible for only gaps which have 
already existed for a certain time to be reported (or 
heeded) using/ in the case of a STAT. 
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Patent Claims 

1. A method of secure data transmission which is 
executed on a layer basis using a transmission method 

5 with possible message overhaul, 
characterized in that 

a) a message which is already being transmitted for 
at least the second time is specially marked by 
the transmitter, 
10 b) a message which is marked as having been 
transmitted for at least the second time is 
ignored by the receiver if it recognizes the 
message as having already been received or if it 
interprets the message as a new message. 

15 

2. A transmitter protocol which operates on a layer 
basis using a transmitter protocol with possible 
message overhaul, 

characterized in that 
2 0 it specially marks a message which is already being 
transmitted for at least the second time. 

3 . A receiver protocol which operates on a layer 
basis using a receiver protocol with possible message 

2 5 overhaul, 

characterized in that 

it ignores a message which is marked as having been 
transmitted at least for the second time if it 
recognizes the message as having already been received 
30 or if it interprets the message as a new message. 
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4 . A receiver protocol which operates on a layer 

basis using a receiver protocol with possible message 
overhaul , 

characterized in that 

it ignores a message if it recognizes the message as 
having already been received or if, although it 
interprets the message as a new message, this message 
is situated outside of a prescribed window. 
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Abstract 

The inventions shows how certain existing protocols can 
be enlarged/modif ied in order to guarantee an 
efficient, secure data transmission via transmission 
5 media/protocols, whereby message overhaul can occur. 
The invention relates to a method by means of which a 
message, which has been transmitted for at least the 
second time, is particularly marked by the transmitter. 
The message which is marked as transmitted for at least 
10 the second time is ignored by the receiver when said 
message has already been received or is new. 
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FIGURE 3/Q-21 10 
Sequenced Data PDU (SD PDU) 
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FIGURE 4/Q.2110 
Poll PDU (POLL PDU) 
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FIGURE 5/Q.2110 
Solicited status PDU {STAT PDU) 
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German Language Declaration 



Prior foreign appplications 
Prioritat beansprucht 



198 95 6078.8 



Germany 



04. Dezember 1998 



(Number) 
(Nummer) 



(Country) 
(Land) 



(Number) 
(Nummer) 



(Country) 
(Land) 



(Day Month Year Filed) 
(Tag Monat Jahr eingerelcht) 



(Day Month Year Filed) 
(Tag Monat Jahr eingereicht) 



Priority Claimed 

[X] □ 

Yes No 
Ja Nein 



□ □ 

Yes No 
Ja Nein 



□ □ 



(Number) 
(Nummer) 



(Country) 
(Land) 



(Day Month Year Filed) 
(Tag Monat Jahr eingereicht) 



Yes 
Ja 



No 
Nein 



!ch beanspruche hiermit gemass Absatz 35 der ZlvW- 
prozessordnung der Vereinigten Staaten, Paragraph 
120, den Vorzug aller unten aufgefuhrten Anmel- 
dungen und falls der Gegenstand aus jedem An- 
spruch dieser Anmeldung nicht in einer fruheren ame- 
rikanischen Patentanmeldung laut dem ersten Para- 
graphen des Absatzes 35 der Zivilprozefiordnung der 
Vereinigten Staaten, Paragraph 122 offenbart ist, 
erkenne ich gemass Absatz 37, Bundesgesetzbuch, 
Paragraph 1.56(a) meine Pflicht zur Offenbarung von 
informationen an, die zwischen dem Anmetdedatum 
der fruheren Anmeldung und dem nationalen oder 
PCT internationalen Anmeldedatum dieser Anmel- 
dung bekannt geworden sind. 



I hereby claim the benefit under Title 35. United Sta- 
tes Code. §120 of any United States application(s) 
listed below and, insofar as the subject matter of each 
of the claims of this application is not disclosed in the 
prior United States application in the manner provided 
by the first paragraph of Title 35, United States Code, 
§122, I acknowledge the duty to disclose material 
information as defined in Title 37, Code of Federal 
Regulations, §1. 56(a) which occured between the 
filing date of the prior application and the national or 
PCT international filing date of this application 



(Application Serial No.) 
(Anmeldeseriennummer) 



(Application Serial No.) 
(Annneldeseriennummer) 



(Filing Date) 
(Anmeldedatum) 



(Filing Date) 
(Anmeldedatum) 



(Status) 

(patentiert, anhangig, 
aufgegeben) 



(Status) 

(patented, pending, 
abandoned) 



(Status) 

(patentiert, anhangig, 
aufgeben) 



(Status) 

(patented, pending, 
abandoned) 



Ich erklare hiermit, dass alle von mir in der vorliegen- 
den Erklarung gemachten Angaben nach meinem 
besten Wissen und Gewissen der vollen Wahrheit 
entsprechen, und dass ich diese eidesstattliche Erkla- 
rung in Kenntnis dessen abgebe, dass wissentlich und 
vorsatziich falsche Angaben gemass Paragraph 1001, 
Absatz 18 der Zivilprozessordnung der Vereinigten 
Staaten von Amerika mit Geldstrafe belegt und/oder 
Gefangnis bestraft werden koennen, und dass derartig 
wissentlich und vorsatziich falsche Angaben die Gul- 
tigkeit der vorliegenden Patentanmeldung oder eines 
darauf erteilten Patentes gefahrden konnen. 



I hereby declare that all statements made herein of 
my own knowledge are true and that all statements 
made on information and belief are believed to be 
true, and further that these statements were made 
with the knowledge that willful false statements and 
the like so made are punishable by fine or imprison- 
ment, or both, under Section 1001 of Title 18 of the 
United States Code and that such willful false state- 
ments may jeopardize the validity of the application or 
any patent issued thereon. 
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Declaration and Power of Attorney For Patent Application 
Erklarung Fur Patentanmeldungen Mit Vollmacht 

German Language Declaration 



AIs nachstehend benannter Erfinder erklare ich hiermit 
an Eides Statt: 



dass mein Wohnsitz, meine Postanschrift, und meine 
Staatsangehorigkeit den im Nachstehenden nach 
meinem Namen aufgefuhrten Angaben entsprechen, 



dass ich, nach bestem Wissen der ursprungliche, 
erste und alleinige Erfinder (falls nachstehend nur ein 
Name angegeben ist) Oder ein ursprunglicher, erster 
und Miterfinder (falls nachstehend mehrere Nannen 
aufgefOhrt sind) des Gegenstandes bin, fur den dieser 
Antrag gestellt wird und fur den ein Patent beantragt 
wird fur die Erfindung mit dem Titel: 

Verfahren zur qesicherten Datenubertra- 
qung 



deren Beschreibung 

(zutreffendes ankreuzen) 
hier beigefQgt ist. 

□ 



am 



a!s 



PCT Internationale Anmeldung 
PCT Anmeldungsnummer 
Eingereicht wurde und am . 



Abgeandert wurde (falls tatsachlich abgeandert). 



Ich bestatige hiermit, dass ich den Inhalt der obigen 
Patentanmeldung einschliesslich der Anspruche 
durchgesehen und verstanden habe, die eventuell 
durch einen Zusatzantrag wie oben erwahnt abgean- 
dert wurde. 



Ich erkenne meine PfWcht zur Offenbarung irgendwel- 
cher Informationen, die fur die Prufung der vorliegen- 
den Anmeldung in Einklang mit Absatz 37, Bundes- 
gesetzbuch, Paragraph 1.56(a) von WIchtlgkeit sind, 
an. 



Ich beanspruche hiermit auslandische Prioritatsvor- 
teiie gemass Abschnitt 35 der Zivilprozessordnung der 
Vereinigten Staaten, Paragraph 119 aller unten ange- 
gebenen Auslandsanmeldungen fur ein Patent oder 
eine Erfindersurkunde, und habe auch alle Auslands- 
anmeldungen fur ein Patent oder eine Erfindersurkun- 
de nachstehend gekennzeichnet, die ein Anmelde- 
datum haben, das vor dem Anmeldedatum der An- 
meldung liegt, fur die Prioritat beansprucht wird. 



As a below named inventor, i hereby declare that: 



My residence, post office address and citizenship are 
as stated below next to my name, 



I believe I am the original, first and sole inventor (if 
only one name is listed below) or an original, first and 
joint inventor (if pluraf names are listed below) of the 
subject matter which is claimed and for which a patent 
is sought on the invention entitled 



the specification of which 

(check one) 

s attached hereto 
□ was filed on 



as 



PCT international application 

PCT Application No. 

and was amended on 



(if applicable) 



I hereby state that I have reviewed and understand the 
contents of the above identified specification, inclu- 
ding the claims as amended by any amendment refer- 
red to above. 



I acknowledge the duty to disclose information which 
is material to the examination of this application in 
accordance with Title 37, Code of Federal Regula- 
tions, §1. 56(a). 



1 hereby claim foreign priority benefits under Title 35, 
United States Code, §119 of any foreign application(s) 
for patent or inventor's certificate listed below and 
have also identified below any foreign application for 
patent or inventor's certtficate having a filing date 
before that of the application on which priority is clai- 
med: 
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IN THE UNITED STATES DESIGNATED/ELECTED OFFICE 
OF THE UNITED STATES PATENT AND TRADEMARK OFFICE 
UNDER THE PATENT COOPERATION TREATY-CHAPTER II 

CHANGE OF ADDRESS OF APPLICANTS' REPRESENTATIVE 

APPLICANT(S): Klaus David GRADISCHNIG et al 

ATTORNEY DOCKET NO.: P01 ,01 83 

INTERNATIONAL APPLICATION NO: PCT/EP99/09496 
INTERNATIONAL FILING DATE: 04 December 1999 

INVENTION: METHOD OF SECURE DATA TRANSMISSION 

Assistant Commissioner for Patents, 
Washington D.C. 20231 

S I R: 

Members of the firm of Hill & Simpson designated on the original Power of Attomey have 
merged into the firm of Schiff Hardin & Waite. All future con-espondence for the above-referenced 
application therefore should be sent to the following address: 

SCHIFFHA RDIN & WAIT E 
T'ateht Department 
6 600 Sears Tower 
J233^South Wacker Drive 
C hicago. Illinois 60606 ;:6473 ^ 

CUSTOMER NUMBElf^ST^ 

Submitted by. 



/0iLj!iS<Ayy^ (Reg. No. 45.877) 



Mark Bergner 
SCHIFF HARDIN & WAITE 
Patent Department 
6600 Sears Tower 
Chicago. Illinois 60606-6473 
Telephone: (312) 258-5779 
Attorneys for Applicants 
CUSTOMER NUMBER 26574 
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VERTRETUNGSVOLLMACHT: Als benannter Erfinder 
beauftrage ich hie'-Tiit den nachstehend benannten 
Patentanwalt (oder die nachstehend benannten Pa- 
tentanwalte) und/oder Patent-Agenten mit der Verfo!- 
gung der vorliegenden Patentanmeldung sowie nnit 
der Abwicklung ailer damit verbundenen Geschafte 
vor dem Patent- und Warenzeichenannt: (Name und 
Registration sn ummer an fuhren ) 



POWER OF ATTORNEY; As a nanned inventor, I 
hereby appoint the following attorney{s) and/or 
agent{s) to prosecute this application and transact all 
business in the Patent and Tradennark Office connec- 
ted therewith, (list name and registration number) 



And I hereby appoint 

Messrs. John D. Simpson (Registration No. 1iLS42Xiewis T. Steadnnan (17.074). William C. Stueber (16,453) , P. Phillips Connor (19u259), Dennis A. Gross 
i2^iA\S)> Marvin Moody (16.549), S teven H. Noll (28,982), Brett A. Valiquet (27,841), Thomas I. Rossj[29,275), Kevin W. Guynn (29,927), Edward A. Lehmann 
(22 312^ James D. Hobart (2 4.149). R obert MrBarreiF330J42), James Van Santen ■f1_6.584l . J. Arthur Gross J13,61.gL RicHairdT Schwarz (13.472) and 
i\Jlelvin A. Robinson (31 ,870), David R. Metzger (32,919), JohnRT Garrett (27,888) all members of the firm of Hill, 5teadman & Simpson, A Professional Corpo- 
ration. "~ ^ 



Telefongesprache bitte richten an; Direct Telephone Calls to: (name and telephone num- 

(Name und Tefefonn ummer) ber) 

312/876-0200 
Ext. 



Postanschrift: Send Correspondence to: 

HILL, STEADMAN & SIMPSON 
A Professional Corporation 
85th Floor Sears Tower, Chicago, lliinois 60606 



Voller Name des einzigen oder urspriinglichen Erfinders; 

GRADlSCHNIGJKlausJJa^ toe ^ 


Full name of sole or first inventor: 


Unterschriftdes Erfinders ^-ri^^ ^ 




'Inventor's signature 


Date ' 


Wohnsitz - ' ^^^'^^Z ^ 

D-82131 .iiauting^Germany 


Residence 


Staatsangehorigkeit 

Bundesrepublik Deutschland 


Citizenship 


Postanschrift 

Ci/lax-Klinger-Str. 28 


Post Office Addess 


D-82131 Gauting 
Bundesrepublik Deutschland 




Voller Name des zweiten Miterfinders (falls zuireffend): 

SCHWARZBAUER. Hanns 


Full name of second joint inventor, if any: 


Unterschrift des Erfinders 


Datum 


Second Inventor's signature 


Date 


Wohnsitz ' ^ x ^r:^ / 

D-82194 GcQbenzell, Germany ^ 


Residence 


Staatsangehorigkeit 

Bundesrepublik Deutschland 


Citizenship 


Postanschrift 

Edelweissstrasse 2A 


Post Office Address 


D-82194 Grobenzell 
Bundesrepublik Deutschland 





{Bitte entsprechende Informationen und Unterschriften im 
Fade von dritten und weiteren Miterfindern angeben). 



(Supply similar information and signature for third and 
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Voller Name des vierten Miterfinders (falls zutreffend): 


Full name of fourth joint inventor, if any: 


Unterschrift des Erfinders Datum 


Inventor's signature Date 


Wohnsitz 


Residence 


Staatsangehorigkeit 


Citizenship 


Postanschrift 


Post Office Address 






Voller Name des funften Miterfinders (falls zutreffend): 


Full name of fifth joint inventor, if any: 


Unterschrift des Erfinders Datum 


Inventor's signature Date 


Wohnsitz 


Residence 


Staatsangehorigkeit 


Citizenship 
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Post Office Address 
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